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INTRODUCTION

The use of government computers is limited to official and authorized use not only by section 2-301 of the JER, but also applicable service regulations.  However, some personal use may be authorized with the permission of certain superiors.  AFI 33-119 and AFI 33-129 adopt the same types of prohibitions set forth in the JER, although the instructions also contain specific prohibitions that are set forth below.

With the Internet, and even e-mail, a necessary part of military operations, concerns occasionally arise about misuse and the extent to which a commander may go to discover misuse.  The primary statutory law in this area is the Electronic Communications Privacy Act of 1986 (“ECPA”), an amendment to Title III of the Omnibus Crime Control and Safe Streets Act of 1968, commonly known as the Wiretap Law.  18 USC Sec. 2501, et seq.  Even though the government, like any company, may own and provide telephones, voice mail and computers for its employees, it does not have unfettered rights to monitor its employees’ usage of these items.  There are common law, statutory, and regulatory protections for an employee’s expectations of privacy in the workplace.  

WHEN IS ACCESS TO THE INTERNET PROHIBITED FROM GOVERNMENT COMPUTERS?

AFI 33-129, which is applicable to the ANG, contains the following prohibitions for using the internet for other than authorized purposes.  Because the instruction is punitive, violations may result in adverse administrative or punitive disciplinary action. 

The specifically prohibited activities involving the use of government-provided computer hardware or software are listed in paragraphs 6.1.1 through 6.1.12 of the instruction: 

6.1.1. Any use of government-provided computer hardware or software for other than official and authorized government business.

6.1.2. Activities for personal or commercial financial gain. This includes, but is not limited to: chain letters; commercial solicitation; and sales of personal property, except on authorized bulletin boards established for such use.

6.1.3. Storing, processing, displaying, sending, or otherwise transmitting offensive or obscene language or material. Offensive material includes, but is not limited to, “hate literature,” such as racist literature, materials or symbols (for example, swastikas, neo-Nazi materials, and so forth), and sexually harassing materials. Obscene material includes, but is not limited to, pornography and other sexually explicit materials.

6.1.4. Storing or processing classified information on any system not approved for classified processing.

6.1.5. Storing or processing copyrighted material (including cartoons) unless approval is obtained from the author or publisher.

6.1.6. Participating in “chat lines” or open forum discussion unless for official purposes and after approval by appropriate Public Affairs channels.

6.1.7. Using another person's account or identity without appropriate authorization or permission.

6.1.8. Viewing, changing, damaging, deleting, or blocking access to another user's files or communications without appropriate authorization or permission.

6.1.9. Attempting to circumvent or defeat security or auditing systems without prior authorization or permission (such as for legitimate system testing or security research).

6.1.10. Obtaining, installing, copying, storing, or using software in violation of the appropriate vendor's license agreement.

6.1.11. Permitting any unauthorized individual access to a government-owned or government-operated system.

6.1.12. Modifying or altering the network operating system or system configuration without first obtaining permission from the administrator of that system.

WHAT ARE PROHIBITED USES OF GOVERNMENT ELECTRONIC MAIL SYSTEMS?

Paragraphs 3.1 and 3.3 of AFI 33-119 set forth mandatory prohibitions; violations of these prohibitions can result in punitive and administrative disciplinary actions.  As set forth in the instruction, military members and civilian employees use government communications systems with the understanding that any type of use, authorized or unauthorized, incidental or personal, serves as consent to monitoring. The government e-mail communications system can only be used for official or authorized use. Any other use is prohibited.  Some of the prohibitions concern sending e-mail to a large number of recipients. “Digital images as well as mass distribution of smaller messages may delay other traffic, overload the system, and subsequently cause system failure.” (Para 3.1.2).  The use of electronic bulletin boards or e-mail public folders for non-mission related e-mail is highly suggested.  

Official use includes communications, including emergency communications, which the Air Force has determined necessary in the interest of the federal government. Official use includes, when approved by the theater commander in the interest of morale and welfare, those communications by military members and other Air Force employees who are deployed for extended periods away from home on official business.
The following are prohibited uses of government e-mail as set forth in paragraph 3.3.1.1: 

3.3.1.1.1. Distributing copyrighted materials by e-mail or e-mail attachments without consent from the copyright owner. Failure to maintain consent may violate federal copyright infringement laws and could subject the individual to civil liability or criminal prosecution.

3.3.1.1.2. Sending or receiving e-mail for commercial or personal financial gain using government systems.

3.3.1.1.3. Intentionally or unlawfully misrepresenting your identity or affiliation in e-mail communications.

3.3.1.1.4. Sending harassing, intimidating, abusive, or offensive material to, or about, others.

3.3.1.1.5. Using someone else’s identity (UserID) and password without proper authority.

3.3.1.1.6. Causing congestion on the network by such things as the propagation of chain letters, broadcasting inappropriate messages to groups or individuals, or excessive use of the data storage space on the E-mail host server.

The instruction also states that an “Agency Designee,” i.e. the first supervisor in the chain of command who is a commissioned officer or a government civilian holding a rank of GS-11 or above, may authorize limited personal use of government-provided e-mail communication, when it:

(1) Serves a legitimate public interest,

(2) Conforms with theater commander-in-chief (CINC) and MAJCOM policies,

(3) Does not adversely affect the performance of official duties,

(4) Is of reasonable duration and frequency, and whenever possible, is made during personal time (such as after-duty hours or lunch time),

(5) Does not overburden the communications system with large broadcasts or group mailings,

(6) Does not create significant additional costs to DoD or the Air Force, and

(7) Does not reflect adversely on DoD or the Air Force (such as uses involving pornography, chain letters, unofficial advertising, soliciting or selling, violations of statute or regulation, inappropriately handled classified information or other uses that are incompatible with public service).

Examples of authorized limited personal use that are set forth in the instruction include, but are not limited to:

(1) Brief communications made while traveling on official business to notify family members of official transportation or schedule changes.

(2) Using government systems to exchange important and time-sensitive information with a spouse or other family members; such as, scheduling doctor, automobile, or home repair appointments, brief internet searches, or sending directions to visiting relatives.
(3) Educating or enhancing the professional skills of employees (e.g., use of communication systems, work-related application training, etc.)

(4) Improving the morale of employees stationed away from home for extended periods.

(5) Job searching in response to Federal government downsizing.

Although military members and civilian employees can subscribe to official Air Force-sponsored list servers, mailing lists, and discussion groups, they must have written approval of the unit commanders at base-level/division chiefs at headquarters, before subscribing to such information sources. Any person using government equipment to participate in any news group or list-server, Air Force-sponsored or not, must clearly state “The opinions expressed are those of the individual and do not represent an official position of the United States Air Force.”

Participation in news groups or list-servers with content contrary to the standards set by the Joint Ethics Regulation (e.g., obscene, offensive, etc.) is prohibited. 

Commanders may direct e-mail administrators to set up permanent blocks on a specific site, news group or list-server address to prevent subscription to such services.

WHAT IS MONITORING?  

It is important to distinguish between the three different types of “monitoring” because the rationale behind the “monitoring” and the gathering of information about computer transmissions will determine who can do it, when they can do it, why they can do it and how you as a commander can use the information that is obtained.  Each category requires a different legal analysis which begins with “what is the purpose of the monitoring?” 

Systems Protection “Monitoring”

Only specifically trained and authorized systems administrators can conduct this type of monitoring.  Its purpose is to ensure the proper functioning of the communications system and the integrity of the data in the system by allowing the discovery and prevention of prohibited use.  Because it is viewed as the first line of defense against unlawful intrusions into our government networks, it is part of our operations security.  It is imperative to understand the proper boundaries and guidelines that govern this type of monitoring.

Those individuals responsible for conducting this monitoring activity are subject to punitive and administrative actions if they violate paragraphs 21.6 and 21.7 of AFI 33-219.  These sections provide that personnel are subject to discipline:

-- if they “intentionally report, or file any acquisition or proprietary information, or personal privacy information (PPI) extraneous to the TMAP activity, or any privileged information such as confidential communications between attorney and client, husband and wife, or clergy and penitent,” and 

-- if they do not  “promptly destroy any information inadvertently collected except if it: 1) relates to an intrusion, or to activities that are likely to impair the efficiency of the system or are likely to enhance system exposure to intrusions; or 2) reveals an emergency situation or situation threatening grievous bodily harm; or significant loss of property. Inadvertently collected information that is not destroyed shall be reported according with the provisions of paragraph 24.5.”

It is important to remember that any information gathered by the systems administrators may be turned over to law enforcement for prosecution or administrative action if the information is discovered inadvertently.   For example, if the system indicates that the server is becoming clogged with e-mails with large graphic files, and the administrator determines that the e-mails contain pornography, this information may be used for prosecution.  However, systems administrators may NOT be used to monitor specific communications to or from certain people for the purpose of gathering “evidence.”  

Law Enforcement “Interceptions”

The purpose of law enforcement monitoring or “interception” is to gather evidence of illegal activity.  Therefore, the law enforcement act must be authorized by either consent of a party to the communication or by court order, a valid warrant, or a probable cause search authorization.  The legal analysis will necessarily require that constitutional, statutory, and regulatory guidance be strictly followed.

It is important to remember that law enforcement can use information gathered by systems administrators; however if law enforcement attempts to extend the scope of the “search” by attempting to gather further information, a warrant may be necessary.  

Here it is important to analyze the “reasonable expectation of privacy.”  Look at the totality of the circumstances and the operational realities of the workplace.  Factors to examine:  status of individual and their access to the computer; private vs. an open bay office; security procedures; office policies and consent banners.  Balance the interests of the employee against the interests of the government in the place or item to be searched.  Do you need a warrant?  What is the scope of the search?  Are there exigent circumstances?  Be careful—because usually you can prevent the “destruction of evidence” merely by removing the person’s access to the system.

Consider the use of the AFOSI, your State Attorney General, or the local United States Attorney’s office if you find a need to investigate and prosecute a computer crimes case as the affidavits for the warrants need to be carefully written and the investigation itself requires highly trained investigators.

TMAP/COMSEC “Surveillance” 

The purpose of the TMAP (telecommunications monitoring and assessment) Program set forth in AFI 33-219 is to monitor unsecured telecommunications systems (telephone, radio, wire and computer transmissions) to ensure that these unsecured systems are not used to transmit sensitive or classified information. In other words, its purpose is to ensure operational security (OPSEC).  Utilize DOD and AF instructions governing the program.

This surveillance requires notice to users of the system (banners, for example); disclosure of information gathered may be limited.  SJAs should be intimately involved in reviewing the banners used, the written policies, and the other consent notification actions.  

DO MILITARY PERSONNEL HAVE AN EXPECTATION OF PRIVACY IN GOVERNMENT COMPUTERS?

Although the federal constitution provides all of us with protections from “unreasonable searches and seizures,” the operative word is “unreasonable.”  An analysis of search and seizure cases underscores the importance of the concept that an individual must have a “reasonable expectation of privacy” in the area to be searched before the Fourth Amendment applies.   There arguably is no expectation of privacy in anything subject to inspection (essentially the argument is that systems protection monitoring is an inspection). 

The Electronic Communications Privacy Act (ECPA), 18 USC Sec. 2511 et seq.

There are three components to the ECPA – Title I, which concerns the interception of wire, oral, and electronic communications; Title II, which concerns access to stored communications; and Title III, which concerns the use of pen registers and trap and trace devices.  

Generally the ECPA provides civil and criminal penalties for any person who intentionally intercepts, uses, or discloses “any wire, oral, or electronic communication” or accesses stored communications.

Although there are five exceptions to the ECPA commonly used by the military, there are two primary exceptions to the ECPA that afford employers broad rights to monitor their employees’ use of government equipment/resources.   They are:

Exception #1 – System Operator

Employees of an electronic communication service are allowed to monitor electronic communications that traverse their system provided that the monitoring was “necessary incident to the rendition of his service or to the protection of the rights or property of that service.” 18 USC 2702 (b)(5). This exception allows system operators and certain other employees the ability to ensure the efficient operation of the system, that information is safe from loss (back-ups) and corruption, and that the system resources are not being improperly used by either authorized or unauthorized users.

Exceptions #2 and #3 – Consent

18 USC Sec. 2511 (2)(c) and (d) provide for monitoring by virtue of consent, which can come in many forms.  For this reason, special wording should be employed on log-on banners, user agreements, and organizational policies.)  Subsection (2)(c) allows a “person acting under color of law to intercept a wire, oral or electronic communication, where such person is a party to the communication or one of the parties to the communication has given prior consent.”  Subsection (2)(d) provides that a “person NOT (emphasis added) acting under color of law may intercept a wire, oral, or electronic communication, where such person is a party to the communication or one of the parties to the communication has given prior consent.”    

Consent can be actual or “implied” and evidence of consent is created by the use of policy statements signed by members and banners that are acknowledged before access to the computer is permitted.

Before the commander can access data on the Internet, it is important to analyze and understand the type of communications at issue because each has a different approach under the ECPA, 18 USC Sec. 2511.  

Real Time and Stored Communications

“Interceptions of real time communications” are defined in the OSI Handbook as the monitoring or recording of communications while being transmitted.  These interceptions are subject to the federal wiretap statute, 18 USC Sec. 2511. 

“Access to stored communications,” on the other hand, is the reading or copying of data that is, at that moment of being accessed, in storage and therefore is not being transmitted.  Access to stored communications “in a facility through which an electronic communication service is provided” is governed by 18 USC Sec. 2701, et seq.
Differences between accessing stored and live communications

Access to live communications:  Even relying on the consent exception, permission is required from AFOSI/CC.  DoDD 5505.9, para. 4.4.1 provides that AFOSI is the only Air Force entity authorized to intercept wire, electronic, and oral communications for law enforcement purposes.  

Stored communications – Expectation of Privacy:  In United States v. Monroe, 52 M.J. 326 (CAAF 2000), the accused was convicted by a court-martial of wrongful use of a government computer, child pornography and obscenity offenses.  Base personnel at Osan AFB were allowed to use the host Air Force e-mail for limited morale and welfare purposes and were given individual accounts with unique log-ons and passwords.  Users were advised by a banner that the system was for “official purposes only.”  When e-mail became stuck in the system, LAN administrators opened the e-mails to diagnose the problem and found the sexually explicit materials.  The court found that a military member does not have a reasonable expectation of privacy in e-mail sent over a government computer system.  The court found the existence of a password of no concern finding that the password was to keep out interlopers, not the system administrator.  The court compared the user’s e-mail account to an unsecured file cabinet which he could use for performing official duties and to which his supervisor had access.  

WHAT DO YOU NEED TO KNOW AND DO AS A COMMANDER?

Ensure that all of your personnel are properly trained on computer security before being provided access to government computers.  Ensure that your information systems personnel work closely with the base legal office to ensure that all computers are properly bannered so that all personnel are aware of the extent of the monitoring that takes place on a regular basis.  Ensure that all users of the systems sign policy statements that set forth their duties and obligations, and ensure that the members understand the monitoring.  Ensure all of those who have access to the monitoring tools are properly trained and know what they can and cannot do.  Last but not least, be aware of the tremendous security implications involved in the unauthorized use of government computers.

KWIK-NOTE:  Ensure that members are properly trained on computer security and authorized use before being provided access to government computers.  Understand that your authority to monitor use is limited, and depends upon the purpose of the monitoring and the type of communication to be monitored. 
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